4.	Data link layer 


4.1.	Introduction


This section describes the data link layer definition for communication between MPT 1327 type radios and data terminal equipment. The data link protocol is defined for data exchange between a data terminal equipment (DTE) and a radio unit (RU). The link protocol is full-duplex in the sense that data exchange is allowed simultaneously in both directions, irrespective of whether the radio link is simplex or duplex.


4.2.	Requirements to the physical layer


The data link layer requires that the physical layer carries 8 bit characters (octet) transparently, see section 3 'Physical interface'. Loose timing requirements for the physical layer are set by the system parameters of the data link layer.


4.3.	Data link protocol elements


The terminology is based on the CCITT T.50 recommendation (International Alphabet No. 5 - IA5). The data link layer uses a subset of control characters in the range 00h and 1Fh as defined in T.50. Only those control characters defined in the following sections have any affect to the function of the link layer. The data part (higher layer section) of a link layer message is fully transparent and may contain any 8-bit characters.


4.3.1.	Packet format


The general packet format of the start-stop, octet oriented mode is shown in figure 4-1. The packet shall begin with a start sequence, using IA5 control characters SYN-DLE-STX. The start sequence is followed by a header field with a constant information length of 4 octets before DLE stuffing, see 4.3.1.1. The header field may be followed by a variable length data field. The packet shall end with a stop flag, using IA5 control characters DLE-ETX. The stop flag is followed by a two octet frame check sequence (FCS).
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	Figure 4-1: General data link layer packet format


The data field, when present, contains transparent data. To transmit transparent user data a method called DLE stuffing is required. This method is described in subclause 4.3.1.1. The packet body (header and data) and DLE ETX stop flag are included in the FCS calculation. The start sequence and all DLE control characters used to maintain data transparency are excluded from the FCS calculation.


�
4.3.1.1.	Transparency


The transmitting entity shall examine the packet body (header and data fields) and insert a DLE control character immediately following any occurrence of a DLE character. The DLE used in the start and stop flags shall not be doubled.


The receiving entity shall examine the packet body and discard the second DLE of a two-octet DLE-DLE sequence. 


4.3.1.2.	Error check


A cyclic redundancy check (CRC) is used for header and data protection.  It is defined by the generator polynomial:	G(x) = x16 + x15 + x2 + 1.


The frame check sequence (FCS) comprises 16 bits and shall be used for error detection.


The check bits shall be the ones complement of the modulo 2 sum of:


a)    the remainder of


       xk (x16+x15+x14+x13+x12+x11+x10+x9+x8+x7+x6+x5+x4+x3+x2+x +1)


       divided modulo 2 by the generator polynomial G(x) where k is the number of bits to protect;


and


b)     the remainder of the division modulo 2 by the generator polynomial G(x) of the product of


        x16 by the content of information to protect, excluding the FCS field.


As a typical implementation at the transmitter, the initial content of the register of the device computing the remainder of the division is preset to all ones and is then modified by division by the generator polynomial G(x) of the information be protected; the ones complement of the resulting remainder is transmitted as the 16 check bits.


At the receiver, the initial content of the register of the device computing the remainder is preset to all ones. The final remainder after multiplication by x16 and then division by the generator polynomial G(x) of the incoming protected bits including the FCS, will be


	x15 ... x0 = 1000 0000 0000 1101


in the absence of transmission errors.


The FCS bits are mapped on FCS octets so that the x15 bit is the b1 bit of the first octet and the x7 bit is the b1 bit of the second octet.


A simple and fast 8-bit oriented algorithm for FCS calculation, suitable for implementation in both a microprocessor controlled radio unit and in a standard PC, is given in Appendix A1.


4.3.2.	Elements of  procedure


The data link peer-to-peer protocol functions are defined by the header field. The header field may be followed by a variable length data field which contains transparent user data.


The header has a constant length of 4 octets and contains information for the remote data link layer but may be used as input to other layers. This information will not be transmitted over the radio path. The general header elements are as follows:


-	Type indication


-	Type dependent parameters


The type indication has a length of one octet and shall be the first octet of the header. The type indication identifies the header field and encoding for the remainder of the header field.  Not used parameter fields are filled with 00h (IA5 character NUL). The following header types are specified:


-	Link request (LR)


-	Link transfer (LT)


-	Link acknowledgement (LA)


4.3.2.1.	Link request (LR) format


The link request (LR) format is used to establish (or re-establish) a connection between two entities with an active physical connection. LR packets have no data field. The header field structure is shown in figure 4-2.
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Figure 4-2: Link request header field


For definition of maximum length parameter N1 see 4.5.6.


The window size k defines the maximum number of outstanding LT packets, with a maximum data field length, that may be sent at a given time without waiting for an acknowledgement. The default value of k is 1. Other values up to 255 are optional.


The protocol version number shall have a value between 0 and 127. System specific versions are possible. These versions should have values between 128 and 255. The version number of this release is 1.


4.3.2.2.	Link acknowledgement (LA) format


The link acknowledgement (LA) format is used both to confirm the link establishment and to acknowledge LT packets. One LA packet may acknowledge multiple LT packets. LA packets have no data field. The header structure is shown in figure 4-3.
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Figure 4-3: Link acknowledge header field


The receive sequence number N(R) is the number of the next expected LT packet.


The receive credit number N(k) is the number of LT packets that can be sent before the sender must wait for an acknowledgement.


The ready or busy status of the receiver is controlled by the receive credit number N(k). This LA packet credit parameter contains the number of LT packets the receiver is able to accept at the moment of LA transmission. A credit value of zero stops the transmission of a new LT by the sender.


4.3.2.3.	Link transfer (LT) packet


The link transfer (LT) packet is used to transfer higher layer data in sequentially numbered data fields. The data field contains transparent user data up to the field length defined by N1 negotiated during the establishment phase. The header structure is shown in figure 4-4.
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Figure 4-4: Link transfer header field


The send sequence number N(S) is the number of the data field. This number is incremented in a modulus manner with each  transmitted LT packet.


The acknowledgement request parameter AR shall have a value 0 or 1 with the following definition:


0	no special acknowledgement requested


1	this LT packet has to be acknowledged immediately


4.3.2.4.	Variables and sequence numbers


All LA and LT  packets are sequentially numbered and in each entity there are corresponding state variables which may have any value in the range 0 to m-1, where m is the modulus of the sequence numbers. The modulus is 256 and all arithmetic operations on state variables and sequence numbers defined are affected by the modulo 256 operation.


LT packets contain a send sequence number N(S). If an in-sequence LT packet is designated for transmission, N(S) is set equal to a send state variable V(S).


LA packets contain a receive sequence number N(R), the expected N(S) of the next received LT packet. The value of N(R) indicates that all LT packets correctly received are acknowledged up to and including N(R)-1. If an LA packet is designated for transmission, N(R) is set equal to a receive state variable V(R).


The send state variable V(S) denotes the sequence number of the next in-sequence LT packet to be transmitted. The value of V(S) shall be incremented by 1 with each successive LT packet transmission, but cannot exceed N(R) of the last received LA packet by more than the maximum number of outstanding LT packets, the window size k.


The receive state variable V(R) denotes the sequence number of the next in-sequence LT packet expected to be received. V(R) shall be incremented by 1 with each correctly received LT packet whose N(S) equals V(R).


The receive credit state variable R(k) denotes the number of LT packets the receiver is able to receive. The number of received LT packets not acknowledged plus R(k) cannot be greater than the window size k. R(k) is updated so often as required and represents the receiver's ability to accept LT packets.


LA packets contain a receive credit number N(k). If an LA packet is designated for transmission, N(k) is set equal to the receive credit state variable R(k). This N(k) indicates that the entity is able to receive LT packets numbered up to and including N(k)+N(R)-1.


The send state credit variable S(k) denotes the number of LT packets the sender is able to transmit without additional credit from the receiver. The number of LT packets not acknowledged cannot be greater than the last received N(k) which is in range from zero to the window size k. The value of S(k) shall be decremented by 1 each time a new LT packet is transmitted.


Upon initialisation phase the state variables are set as follows:


V(S)	set to 1


V(R)	set to 1


R(k)	set to k


S(k)	set to 0


4.4.	Data link protocol description


The following two main states are defined with the data transfer protocol:


'Data link establishment' or 'reset_wait' and 'link_wait'


'Data transfer ready' or 'ready'


The data link establishment procedure begins after power-on or reset. After link establishment the entity is in the data transfer phase  and is able to send or receive LT packets.


At any time after initial power-on a receiver must be capable of decoding and interpreting the header field of an incoming message and checksum. It may discard the data field if it is not ready to receive data. 


The receiver shall discard a received packet if it is faulty e.g. checksum does not match.


This protocol in a SDL format is in Appendix A2.


4.4.1.	Link establishment phase procedure


The entities at either end of a physical connection may initiate the link establishment procedure at any time and both entities may do so simultaneously.


The originating entity (the initiator) begins the procedure of the link establishment phase. The receiving entity shall be ready to respond to protocol messages and shall perform parameter negotiation with its internal parameters.


The receiving entity examines the parameters of the LR packet it receives, compares them to its internal parameters and determines the parameter values which will be suitable for both ends. Suitable parameter values shall be the lower of two compared values and shall be set as the parameter which will characterise the connection.


If the entity is in a data transfer phase  and it receives an LR packet it shall enter the link establishment phase . It shall also enter the link establishment phase  when switched on  or  reset.


During link establishment phase all data transfer is prohibited and all data buffers within the data link layer are cleared. 


4.4.1.1.	Sending LR packets


The Link establishment procedure shall be started by sending an LR packet with the highest internal parameter values of  the originating  entity.  


An entity shall transmit an LR packet, enter or stay in the link establishment phase  and start or restart time control T0 and stop time controls T1, T2, T3 and T4, if any of the following conditions occur:


a)	power-on is completed, or


b)	an entity detects a link failure with a need for re-establishment, or


c)	the higher layer signals a reset request, or	


d)	the entity receives an LT packet in the link establishment phase, or


e)	receives an LR packet in the data transfer phase, or


f)	time control T0 expires.


�
4.4.1.2.	Receiving LR packets


If the entity is in the link establishment state and receives an LR packet it shall perform parameter negotiation  if the parameters are acceptable and the entity has sent in this link establishment phase at least once an LR packet with suitable parameters, it shall:


a)	stop time control T0, and


b)	initialise internal variables and clear data buffers, and


c)	transmit an LA packet, and


d)	start time control T3, and


e)	start time control T4, and


f)	signal data transfer ready to higher layer, and 


g)	enter the data transfer  phase .


If the entity is in the link establishment phase  and receives an LR packet with non-acceptable parameters or the entity has not sent an LR packet in this link establishment phase, it shall:


a)	transmit an LR packet with suitable parameters, and 


b)	start time control T0.


4.4.1.3.	Receiving LA packet


If an entity receives an LA packet in link establishment phase  and has been sent at least once an LR packet in the current link establishment phase it shall:


a)	stop time control T0, and


b)	initialise internal variables and set S(k) to N(k), clear data buffers, and


c)	send an LA packet, and


d)	start time control T3, and


e)	start time control T4, and


f)	signal data transfer ready to the higher layer, and


g)	enter the data transfer  phase.


If an entity receives an LA packet in link establishment phase and has not been sent an LR packet in this link establishment phase it shall:


a)	send an LR packet, and


b)	start time control T0.


4.4.2.	Data transfer phase procedure


After completion of the data link establishment the entities are in the data transfer phase  and are able to exchange data using LT and LA packets. LT packets have a data field which shall contain no more user data than defined by N1, see 4.3.2.1.


4.4.2.1.	Sending LT packets


When an entity has user data to transmit and the remote entity is ready to receive, it will transmit an LT packet with N(S) equal to its send state variable V(S). The value of V(S) shall be incremented and the value of S(k) shall be decremented by 1 (modulo 256).


Time control T1 shall be restarted and the retransmission counter C1 is reset when a new LT packet transmission is completed.


If S(k) = 0, the entity is not allowed to send LT packets until S(k) is updated to a non-zero value by receipt of an LA packet.


The entity may set the AR bit to '1', if it requires immediate acknowledgement.


It is recommended that the AR bit is set to 1 when S(k)=1.


4.4.2.2.	Receiving LT packets


If an entity is ready to receive and it receives a valid LT packet whose N(S) equals its receive state variable V(R), the entity shall accept the data and increment its V(R) by 1 (modulo 256) and shall restart timer T2 and timer T4.


The receiving entity shall discard the data field of an LT packet if:


a)	N(S) is not equal to the current V(R), or


b)	the receive credit R(k) equals zero and the entity is not ready to receive user data.


4.4.2.3.	Sending LA packets


An entity sends an LA packet with N(R) equal to its receive state variable V(R) and with N(k) equal to its receive credit variable R(k) to acknowledge one or more valid LT packets which have been received, or to report a condition which require retransmission of one or more LT packets, or to inform the remote entity about the ability to accept additional LT packets.


An LA packet shall be sent, timer T2 shall be stopped and timer T3 restarted, if one of the following conditions occur:


a)	An out-of-sequence LT packet is received which N(S) is not equal to V(R).


b)	An LT packet is received without credit (R(k) equals zero before update).


c)	Timer T2 has expired.


d)	R(k) is updated from zero to a higher value.


e)	An LT packet is received with AR set to one (immediate acknowledge request).


f)	If the timer T3 expires. 


An LA packet may be sent each time the entity receives an LT packet or when R(k) is updated to a higher value than last used N(k) or when R(k) is decreased to zero.


4.4.2.4.	Receiving LA packets


When an LA packet is received, the timer T4 is restarted and the value of N(R) shall be considered as acknowledgement for all outstanding LT packets with N(S) up to and including the received N(R)-1.


If N(R) equals V(S) (acknowledging all outstanding LT packets) the retransmission counter C1 is reset and the time control T1 is stopped, otherwise T1 is restarted.


The credit variable S(k) is set equal to the value of N(k) minus the number of outstanding LT packets.


S(k) := N(k)-(V(s)-N(r))


4.4.2.5.	Retransmission of LT packets


Retransmission of outstanding LT packets shall be initiated and retransmission counter C1 shall be incremented if one of the following conditions occur:


a)	A received LA packet has N(R) equal to the last received N(R).


b)	Timer T1 expires


Retransmission starts with the first in-sequence not acknowledged LT packet. Time control T1 is started or restarted after transmission of each LT packet.


If an acknowledgement is received for specific LT packets during the re-transmission of packets due to the above conditions then the acknowledged packets are not re-transmitted.


4.4.2.6.	Link failure detection


A failure of the connection is assumed and the entity shall perform a data link reset (see 4.4.1 and 4.4.1.1) when any of the following occurs:


a)	the retransmission counter C1 reaches the maximum number of retransmissions N2, or


b)	the received acknowledgement packet sequence number N(R) is outside of the expected range (N(R) is less than the last received acknowledge packet number or  N(R) is higher than the transmission state variable V(S) value), or


c)	Timer T4 expires.


The data link reset shall be signalled to the higher layer.


4.4.2.7.	Receiving LR packet


If an entity receives an LR packet during data transfer phase, it shall perform a data link reset (see 4.4.1 and 4.4.1.1). The data link reset shall be signalled to the higher layer.





4.5.	Data link system parameters


4.5.1.	Time control T0 - establishment phase retry timer


Time control T0 is the time the entity waits before retransmission is initiated in the link establishment phase.


The initial value of T0 is 100 ms. The value of T0 may be increased, due to a prolonged link establishment phase, up to 15 s.


4.5.2.	Time control T1 - transfer phase retry timer


Time control T1 is the time the entity waits before retransmission in the data transfer phase is initiated. The period of time T1 depends on the transmission speed of the physical connection. In the data transfer state the period is determined by the following formula:


T1 > 2 * (Llt + Lla ) / R


where


Llt	is the length of a LT packet dependent on N1 in bits,


Lla	is the length of a LA packet in bits,


R	is used data rate in bits per second.





Typical values for T1 are shown in table 4-1:
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Table 4-1: Time T1 values


4.5.3.	Time control T2 - acknowledge timer


The time control T2 is the time within which an acknowledgement must be sent. The maximum value of T2 is T1 minus twice the length of an LA packet. When an entity sends an LA packet each time after receiving an LT packet, then time control T2 actions may not be required.


4.5.4.	Time control T3 - activity timer


The time control T3 is the time an entity waits before transmission of an LA packet is initiated to report the receiver credit.


T3 has a maximum value of 15 seconds.


4.5.5.	Time control T4 - link failure detection timer


The link failure detection time T4 is the time an entity waits to receive an LA or an LT packet before a failure of the connection is assumed and a data link reset is initiated. The link failure delay time T4 is a period greater than N3*T3.


4.5.6.	The maximum length parameter N1


The maximum length parameter N1 defines the maximum data field length that can be sent with the link transfer packet. This parameter may have values between 0 and 255. The maximum data field length noctet in octets is calculated as follows:


noctet = 16 * (N1 + 1)


With N1=0 the maximum number of data octets is 16, and with N1=255 the maximum data field length is 4096. The data field length chosen must be large enough for the longest network layer message used.


4.5.7.	The maximum number of retransmissions N2


The value of N2 is the maximum number of attempts an entity makes to complete successful LT packet transmissions to the correspondent entity.


The value of N2 shall be 10.


4.5.8.	The maximum number of activity timeouts N3   


The value of N3 is the number of timeouts of the time control T3 before a link activity failure is detected. N3 and T3 are used to define the value of the link failure delay timer T4.


The value of N3 shall be at least 2.
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